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EM spectrum more than just the 

radiofrequency spectrum

Chapter I 

I-2 JP 3-13.1 

enable EMS-dependent systems to function in the intended OE.  JEMSO enable and support 

the six joint functions through all phases of military operations. 

c.  The Electromagnetic Operational Environment 

(1)  As discussed in Joint Publication (JP) 3-0, Joint Operations, the OE is the 

composite of the conditions, circumstances, and influences that affect employment of 

capabilities and bear on the decisions of the commander.  It encompasses physical areas and 

factors (of the air, land, maritime, and space domains) and the information environment 

(which includes cyberspace) (see Figure I-2).  The joint force commander (JFC) defines 

these areas with geographical boundaries in order to facilitate coordination, integration, and 

deconfliction of joint operations among joint force components and supporting commands.  

 
Figure I-1. The Electromagnetic Spectrum 
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EMS warfare includes communications, sensing, and electronic warfare in RF, 
visible, IR, UV, and X-ray portions of the spectrum
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Innovation proceeds through phases 

driven by predominant sensor tech

3

1910 1920 1930 1940 1950 1960 1970 1980 1990 2000 2010

Active Sensors vs. 

Passive 

Countermeasure

Active Sensors vs. 

Active Countermeasure

Stealth vs. 

Passive 

and LPI/LPD 

sensors 

Non-RF 

sensors and 

networks?

Move and countermove accelerates in each phase until a combination or new 
technology and operational concepts cause competition to jump to next phase



WW I: radio & radar vs. passive 

countermeasures

DF system 
and Radio

Radio and 
C2 center

Scouts

Jamming possible but not used because friendly comms would also be affected; 
slow pace made exploitation of comms and radar more beneficial

Artillery

Tanks

Slow speed of conflict allows 
enemy to wait out jamming

Infantry

Before radar, best long-range 
sensor was DF of enemy radio
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WW II: Radio & radar vs. active 

countermeasures (jamming)

Freya
EW radar

Wurzburg AAA Fire 
Control & GCI radar

88mm Flak 
36/37 AAA gun

Bf-110 Night 
Fighter

HF/HVF 
Communications

100 Group Fortress III 
ECM Aircraft

Halifax Pathfinder 
Bombers (X20)

GEE Navigation Aid

X
X

X

Smaller, more powerful radars & jammers and speed of conflict increased the 
benefit of jamming of sensors / communications in addition to exploitation 5



Technical advancements 

accelerated in active/active phase
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1970s: jamming became 

unsustainable vs. improving defenses 

Fan Song B
SA-2 Fire Control

Spoon Rest
SA-2 
Acquisition

S-75 Guideline 
Surface to Air Missile

F-105D Thunderchief
Fighter Bomber w. 
QRC-160-8

F-4C Phantom II 
Air Superiority 

EB-66B/C Destroyer
ELINT/Standoff Jamming

SA-2 Kill Chain
Flat Face
SA-2 Low Altitude Acq.

F-105G Wild Weasel
SEAD

MiG-17 Interceptor

MiG-21 Interceptor

SRO-02 IFF 

EC-121 Warning Star
Airborne Early Warning

AGM-45 Shrike
Anti-Radiation Missile

Fire Can
AAA Fire Control

Half of strike packages devoted to suppression of air defenses; 
“virtual attrition” demanded new approach to protecting strike forces

Bar Lock
EW/GCI
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U.S. shifts to stealth after Vietnam

Stealthy aircraft and systems were designed to hide from adversary sensors, rather 
than needing to jam them

B-2 bomber built on Have Blue and 
F-117 to provide all-aspect stealth 

across wider frequency range 

DARPA Have Blue demo led to F-
117 and showed ability to reduce 
RF signature in some frequencies 

and aspects 

8



Shift to stealth ended w/ Cold War

Today’s force uses a mix of stealthy and non-stealthy forces; but:
• RF systems of non-stealthy forces known by adversaries & difficult to change
• Adversaries can exploit “home field” to find stealthy platforms 
• U.S. forces not exploiting visible and infrared portions of spectrum

Notice: Data on this page is controlled by restrictions listed on the title page. 

Copyright 2015.  Raytheon Company. 

Decision Speed Is Decision 

Superiority 

Mission Function Now: Stand-Off Counter-A2AD: Stand-Off and Stand-In 

Develop IPB Days-months Update in real time 

Counter new threats & 
threat modes with new 
capabilities/techniques 

Acquisition cycle (years) Reprogram digital EW systems in ATO cycle 

Mission Planning Counter war reserve modes in an ATO 
cycle 
Hours before mission 

Route 
EA plan: technique  threat 
assignments vs. in-library threats 

Replan routes and techniques during mission for 
unplanned threats (sec to msec) 

Out-of-IPB (sec) 
Out-of-library (msec) 

Electronic Effects 
Assessment 

Observe threat mode transitions on 
display (sec-min) 

Cognitive EA: sense and tailor response to 
unknown, war reserve modes in real-time (msec) 

Navigation and Timing Assume GPS throughout mission 
Withheld 

Precision navigation without GPS 

Communications Link-16 
Latency suitable for distributing track files 
(sec) 

Secure, assured, covert high bandwidth network 
Latency driven by EW response times (msec) 

Observe Act

Battlespace

Management
Sensing

Decide
Orient

Effect

Decision

EA-18G

F/A-18E/F

Voice, LINK16

AOC

EA-18G

F/A-18E/F

Voice, LINK16

AOC

LRS-B

EA

BLOS Comm

LRSoW

MANet

Expendables

OODA 
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Challenges of today’s electronic 

warfare approach



U.S. systems are well known to 

enemy and  & lack agility

Air Surveillance

Aegis GPSSurface Search Radars

MILSTARDirected Energy

Adversary EW targets U.S. EM sensors while their weapons avoid U.S. EW 
capabilities; hard-wired U.S. systems cannot change characteristics easily 11



Adversaries exploit “home field” to 

field long-range sensor networks

HF OTH radar

Passive array

Wideband

passive receivers

L-band 

transmitter

L-band 

receiver

S/X-band radars 

and passive 

receivers

Passive array

X-band 

jammer

Detection of 

reflected ambient 

EM energy

Multi-static 

tracking

Passive cueing of 

shipboard sensors

Passive 

geolocation

Enemy can emplace effective long-range passive and low-frequency sensors and 
better understand EM environment; could enable them to detect U.S. forces first

Lower frequency 

detection
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Visible & IR sensors proliferating

Blacksky EO/IR satellite constellation expanding to 60 satellites by 2025;
Other commercial providers and military systems expanding 13



New operating concepts for 

EM spectrum warfare



New approaches needed to find 

enemy without being counterdetected

Expendable/unmanned radar emitters 

provide active EM source

Radar waves bounce off 

adversary platforms in 

EMCON

Reflected energy picked up 

by passive sensors

Emitting enemy platforms 

located passively

LIDAR detection or 

multi-static laser 

detection

EM transmitters 

of opportunity

Shifting to passive and LPI/LPD sensors to find targets at increasing ranges while 
reducing counterdetection risk to friendly forces 15



Avoid being targeted using EMCON, 

decoys and low power jamming

Strike group moves 

through contested 

space at EMCON

Ship and UUV-deployed 

systems emit low-power 

cover pulse to mask strike 

group

Autonomous USV and 

UUV decoys

Decoy commander 

observes UAS activity via 

passive methods to 

minimize detection risk

Ship uses agile, wideband 

jammer to disrupt and offboard

decoy to attract ASCM

UUV-launched UAV jams 

enemy communications
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False targets 

(created by UUV/USV decoys)

Broken 

communication 

links

Counter-ISR makes large salvos 

necessary for a successful attack 

Higher 

noise area

Passive IADS

U.S. forces will not be able to completely hide; will need instead to create large 
number of possible targets using decoys and by obscuring real forces

17



Hiding now must incorporate 

includes visible & IR spectra

Obscurants, decoys, and camouflage improving; 
only need to be good enough to make real system and decoy look alike 18



EM spectrum operations are essential 

to successful power projection

Decoys lead weapons

to distract point defenses

Long-range narrow 

beam jamming

Decoys stimulating 

passive IADS to 

emit; anti-radiation 

homing weapons in 

same salvo attack 

IADS

HPM attacks 

on IADS

Decoys distract IADS

19

Decoys from XL UUV 

confuse air defenses

XLUUV-launched 

payloads find 

targets, share with 

following weapons



New EMS technologies



Priorities for EMS warfare tech

• Networked

• Agile and maneuverable

• Multifunction

• Smaller and less expensive

• Cognitive

21



Networking essential to future EM 

spectrum operational concepts 

Passive EM 

array S-band 

radar

X-band 

IADS

Passive geolocation of 
IADS using multiple 
networked UAV receivers

Passive coherent location and lower 
frequency detection requires multiple 
geographically dispersed receivers

LPI/LPD links

Collaborative weapons

Anti-radiation 

IADS

Multi-static detection using 
expendable illuminators 
networked to UCAV receivers

Passive sensors find radar; 
stand-in jammers confuse it; 

both pass info to weapons

Decoys

Passive and multi-static sensing, decoys, collaborative weapons, and LPI/LPD 
jamming require platforms and payloads to be connected  
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Agility needed to evade 

countermeasures & detection

Preferred

Maneuver in frequency, power, time, beam direction, & beam shape to protect 
friendly EMS operations while denying those of enemy; including visible and IR

Beamforming and steering

Signal spreading 
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Bandwidth

Imaging 
Radar

Tactical EW 
(ES & EA)Narrowband 

Comms

AESA Fighter Radar
• Fire Control Radar
• High Sensitivity EW

Next Gen Jammer
• NB Comms
• Electronic Attack
• Information Ops

SEWIP
• NB comms
• Covert comms
• ES & EA
• Information Ops

Each platform and payload must participate in EMS warfare network; 
multifunction arrays reduce the number of separate systems needed

Multifunction arrays more efficient & 

enable one array on small platforms

24



Smaller, cheaper systems needed to 

proliferate EMS capabilities 

New concepts being pursued:

• Use more expendable jammer, decoy, sensor payloads

• Incorporate almost every manned or unmanned platform

• Employ multiple RF and EO/IR arrays per platform

EMS emitter/receivers need to become commoditized to enable every platform 
and payload to participate in network 25



Shift from automated systems to 

cognitive or intelligent controls

Today’s systems react to recognized situations w/ pre-planned responses; future 
systems must assess environment to develop & refine COAs that best exploit it

Examples include ONR REAM and NEMESIS 
and DARPA ARC and BLADE programs

Examples include DARPA RadioMap
and Navy OFM programs

EMS Warfare Operating Cycle

Assess threats, opportunities and 
previously attempted EM effects

Review & adjust EM requirements based 
on commander’s intent and current 

environment

Allocate EM operations by function

Tasks to EM systems

Develop COAs using modeling and 
simulation 

Schedule tasks to EM systems

Generate EM effects
Sp
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n
g
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Challenges to change



New tech maturing, not being fielded

Blue – DoD-wide RDTE funding for 
counter EO/IR/RF systems
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Acquisition structure stove-piped

29

• Numerous acquisition agents
- PMs for each different mission (radio, 

EW, RWR, radar, SIGINT)

- PEOs organized by platform, not 
mission or system

• No incentives for cooperation
- Multifunction EM systems cross 

multiple PMs and PEOs

- Increases programmatic risk

• Lack of requirements “pull”
- Operating concepts outdated

- Limited options to work around 
requirements process

• New USD(R&E) and USD(A&S)
- Could help improve pull of new 

technologies into acquisition



Today’s CONOPs limit innovation

30
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Decision Speed Is Decision 

Superiority 

Mission Function Now: Stand-Off Counter-A2AD: Stand-Off and Stand-In 

Develop IPB Days-months Update in real time 

Counter new threats & 
threat modes with new 
capabilities/techniques 

Acquisition cycle (years) Reprogram digital EW systems in ATO cycle 

Mission Planning Counter war reserve modes in an ATO 
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display (sec-min) 
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Navigation and Timing Assume GPS throughout mission 
Withheld 

Precision navigation without GPS 

Communications Link-16 
Latency suitable for distributing track files 
(sec) 

Secure, assured, covert high bandwidth network 
Latency driven by EW response times (msec) 

Observe Act

Battlespace

Management
Sensing

DecideOrient

Effect

Decision

EA-18G

F/A-18E/F

Voice, LINK16

AOC

EA-18G

F/A-18E/F

Voice, LINK16

AOC

LRS-B

EA

BLOS Comm

LRSoW

MANet

Expendables

OODA 

• Concepts don’t leverage new tech

- Networked emitters/receivers

- Adaptive EMS systems

- Agile EO/IR/RF operations

- Multifunction arrays & controllers

• Use system v. system approach

- Pre-planned techniques

- Library of threats and responses

• Prevent changes to requirements

• EW strategy could change this

- New directions in concepts



Recent improvements



Service Acq
Executives

EW EXCOMM driving change
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New strategy starts shift

•Organize to maintain EMS superiority
–Make EMS a domain

–Improve EW workforce

•Train and educate in EW competencies
–Maneuver-mindset regarding ops in EMS

–Expand warfighter knowledge and competency

•Equip force w/agile, adaptive, integrated EW
–Field EA, incl. directed energy, for EMS superiority

–Field capabilities to detect, locate & replicate signals

–Maintain strike and counter-A2/AD capabilities

–Field EW battle management capabilities

–Field interoperable. Asymmetric EW capabilities

–Develop M&S to aid decision making

•Build and maintain partnerships
–Academic, international, and industrial base

Increasing investment in EW; but more importantly, adopting new approaches to 
EMS Warfare and equipping force to use them 33



EMS

EMS

EMS

EMS

EMS

SPACE

AIR

CYBER

SEA

LAND

EMS

AIR

SPACE

CYBER

SEA
LAND

TODAY FUTURE

Unacknowledged

interdependencies,

relationships and

consequences

EW Strategy treats EMS as domain

Leveraging friendly 

interdependencies; 

Exploiting those of enemy
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DARPA prioritizing needed tech

35

DARPA developing the exact capabilities needed for the current and next phase 
of EMS warfare
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BA2 PE 0602716E /MTO ART PE 0603760E / MTO Advanced RF Mapping PE 0603760E / MTO RUFAS

MTO DISARMER MTO DAHI BA2 PE 0602716E /MTO NEXT

BA2 PE 0602716E /MTO DISARMER BA2 PE 0602716E /MTO HAVOC BA2 PE 0602716E /MTO CHIPS

BA2 PE 0602716E /MTO ACT BA2 PE 0602716E /MTO DAHI PE 0602702E  DBM

PE 0603941D8Z BA3 / Electronic Warfare Test PE 0603826D8Z P826 / Quick Reaction Fund PE 0603680D8Z P680 / Manufacturing S&T Program

BA3 PE 0603767E / STO Dynamically Composed RF Systems BA 3PE 0603766E / STO RSPACE BA3 PE 0603767E / STO U-SPIN

Cognitive EW

New arrays, 
processors, 
materials 



Questions?



Navy RDTE overwhelming in RF

37

Navy focused on confusing or defeating overhead and land-based radars and 
passive ELINT/SIGINT sensors; at risk of EO/IR search technologies
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Army & USAF balance EO vs. RF

38

Army and Air Force better positioned for shift to passive and EO/IR sensing, but 
investments mostly counter IR-guided missiles, rather than EO/IR sensors 
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